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Digital Travel —
Success with SITA

‘ Michael Zureik — Senior Digital Travel Architect, SITA LAB

SITA



SITA The Future with Digital Travel

Digital Travel enables travelers to securely and consent to share their travel information in advance of departure

Pre-Clearance / DTC Biometric Verification /{_. m Multi-Modal Processing
- Risk Assess Earlier, Biometric Gallery .m ,_;,_-p_.;; - Multi-Modal Entry / Exit
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Operations Integration

Low-Risk Traveler Segmentation _
- Seamless Travel Operations

- Remove the Hay from the Hay Stack

Dynamic Staffing Culture
-> Staff Can Focus on Higher Risk Duties

Standards and Interoperability
- Interoperate across Multiple Vendors

SITA
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SITA The Aruba Story — Realizing Digital Travel (Nov 2022 workshop)

Aruba is a small constituent country of the Kingdom of the Netherlands with a population of approximately 120,000.
Pre-COVID, over 2 million tourists visited annually, ranking 69" in the world. Starting in the mid-2010’s, Aruba started to work
on their Happy Flow project, introducing eGates at immigration control and US outbound departures.

Drivers for change

Long immigration wait times (entry/exit).
Long US departure boarding time

Vaccination PCR test
Travel process is cumbersome, clashes with
the Holiday mood Airport Airline ‘

Need safer, secure identity verification for travelers

Boarding pass Passport

Evolve passenger processing in a competitive travel
and tourism market. Data Privacy, control, convenience

L
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SITA Aruba Envisioned... From at Home to Arrivals (Nov 2022 workshop)

D Dec 2021 — COVID Pilot D 2023 — US Airline Pilot D 2023 — DTC Pilot

Thinking_beyond health and identity

~N
Board and Fly e
1. Aruba HOP app holds Credentials, 2. Relying Parties request information for 3. Govt Travel Portal declaration forms 5. Airline Performs iAPI query with 6. Aruba Happy One Pass
many obtained months before ﬁ traveler to consent to share via DIDCom and issue eTA Verifiable Credential government approval database Biometric Immigration Control
— 9 9 e, —@
| : Passport e
ssuing » credential | Govt Government ]
Authority (ICAO DTC) > Review Approved Travel >
\- J/ X J Agent Authorizations J SITA APP Govt

f_@_\ r @ ) . / ‘

Heath,
AL Vaccination, |— (" @

Institution Credential ) Trusted

Traveler
e N Credential

\_ ~
Financial Gov. Biometric >
Bank >  stability — - < Database
Credential
\_ J

7. Match biometric for

o .
( h Employment, "01 E — Borders e-gate entry.
Business L~ = 4. Checkain, Airline DCS
Employer ™ Purpose o - 0 Standard APP
- J Credential Digital Wallet call DCS to GG

.2
SITA Trust Network
@ Building Blocks
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SITA Aruba Happy One Pass (HOP) App — March 2023 DTC Pilot

Proven in production

The Aruba HOP app was developed to support both iPhone and Android mobile devices consistent with the emerging standards from the EU,
IATA, and Canadian digital wallets. The Aruba HOP App allows travelers to derive their DTC from their physical passport to be authenticated and
secured as a Verifiable Credential. Relying party (e.g. government) are able to easily request that the travelers consent to share their personal
information including biometric and biographic information to support travel and tourism.

12:33 HUR 12:33 HUR 5:49 :;!! e &
Aruba HOP Aruba HOI_:’ ) '4 Government
Welcome! Data Privacy Notice

1. SITA is committed to maintaining your trust by
ensuring that your privacy is protected.

2. For this mobile app, we will be processing
passport related information. This will include
your full name, date of birth, nationality,
passport number, country/state that issued
your passport, the expiry date of the passport
and your passport photo. This information will
be processed against the ICAQ PKD (Public
gsﬁpl?)lsr::‘iory) information for verification information Requested

3. SITA processes the above personal data
elements (amongst others) for the purpose of
issuing a verifiable credential for a passenger
traveling to Aruba in the context of a
seamless travel and border crossing corridor
process together with the Government of Dtc:

HAPPY ONE PASS Aruba. MIJhHQIBATCCYRaAggu0ZDRJSXdEQO...

4. The processed personal data is stored locally
on the mobile device app for as long the app
is installed. In case data is transferred to third
parties for the above-mentioned purpose,
then the respective third-party data retention Document Number:
policies apply. AN669488

5. Other than your passport related information,
we do not collect any other sensitive personal
data, such as political opinions, religious or 08 JUN 69
philosophical beliefs, trade-union

E DTC Type-1 Identity
Requested on 17 Apr 23

Date Of Birth:

o I have read and agree to these terms.

B3 Type Message Here (1)
REGISTER NOW NEXT
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SITA Aruba Happy One Pass (HOP) App — March 2023 DTC Pilot

Proven in production

The Aruba HOP app pilot was open to travelers holding US, Canadian, or Dutch passports. Once the o MEE
ICAO DTC was authenticated against the ICAO Public Key Directory (PKD) and other trusted < Credentials Credential Details
services, a Verifiable Credential was issued to the travelers Aruba HOP app. To support selective
disclosure, while maintaining DTC integrity, the VC is compromised of several attributes that can be = _ gceil
required to be shared as described below. -
. = CTVen Tames
10¢ e \Op C S
&%ﬁdﬂﬂ:‘ -, \ B\ GN\RT D 3400072?7
PASSP - ’ B\ograp (DG“ 33“3322‘3“
\nformalio TRAVELER

Gender
F

Document Type

P

MIJhHQIBATCCYRaAgguOZDRJSXdEQ... 3

Created Date
03 Apr 23

Lol o

P4 chip Photo.jpg v

Blometrlc Photo

P<U$,'A.T RAVELER,<<HAPPY<<<<<<<<<<2<<<<<<<<<<<<<

D Nationality
3400072370USA6707046F1608078910000193<113538 ( G2)

= PO oo X o
Wallet Notification Lok nnectior Setting
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SITA Aruba Happy One Pass (HOP) App — ED Card + DTC

Proven in production

Travelers application are about to submit their Aruba ED Card application with their DTC (biometric and biographic information) . A simple QR
code allowed a traveler to connect their Aruba HOP digital wallet to auto-populate identity information in advance of their trip.

(@] ) https://edcardaruba.aw Ak o= @ &
€ import favorites  [@ Homepage -The H.. ) Newfolder [ Digital Travel Demo

| Aruba Online ED

Application
Process

Last Name * ZURICK Q
First Name * MICHAEL [}

Date of Birth * XX ~  JUNE 00K -
Nationality * UNITED STATES v Q@
|Passport Number * KHOOOOKK 9

Notice of use of this QR code
Please make sure to submit information

Privacy Data

About
RS Notification Protection

Privacy Data

grotis Notification Protection

Oty Drvine £ Culd, A TS Teesvad | FYoomeio by ADEX BOMD © Aruba's Online ED Gard. All rights reserved | Processed by RADEX BCMS

Government is able to address historical data quality

Travelers are able to easily consent to share their
Issues by travelers

personal information from the comfort of their home

SITA Trust Network

SITA
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SITA Lessons Learned — Benefits to Immigration and Beyond

1) The ED Card application process was quicker for the traveler, reducing data entry of passport information by 90%.

2) IT integration was low, taking weeks as opposed to months to deploy.

3) No identity data quality issues were flagged between APIS data and ED Card data.

4) Biometric was successfully demonstrated to be shared from the DTC to the Aruba government. No advance biometric risk assessment.
5) eGates were not modified, following existing entry processing.

6) Immigration system was not modified as focus was improving data quality using the DTC.

Two travelers referred to an officer due to:
1) Misdeclaration of flight number; and [dBStricelgr Otiicers focused on higher-value }

2) Visa overstay from previous visit
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SITA Key Success Factor - Experience in Collaboration

el G L G
: : . Aruba Happy Flow
In the value of working with others

.ﬁempusnn Internacional .'.‘... e @ .
- ' = vision-box
m WRenaBeatix KL IVI Schiphol e

© b pk Ea B A L sITA

E‘_: / Vj"‘ ) MR W o CommonPass l nd iCiO @

Aruba Happy One Pass (HOP)




SITA

Thank you

Michael Zureik

@ Michael.Zureik@sita.aero




